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PC GUI for TBSL1 configuration
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TBSL1ConfigurationTool is .NET-based utility program that can interface to TBSL1 through USB
(Serial COM Port) connection. It can be used as a tool to set up operational parameters: timings,
sensors settings (SDI-12, pulse and analog sensors) and modem configuration (LoRa/3G/4G).

The GUI can also be used as a test and diagnostic tool as it allows to send commands directly to SDI-
12 sensors (according to SDI-12 standard) and LoRaWan/Cellular modem (through AT commands)
and display their responses.

Whenever user update a new version of TBSL1 FW or GUI make sure to switch both platform and GUI
to Console Mode before performing an update.

Check 4.7 Operation notification for more details.

TBSL1ConfigurationTool is a .NET application developed in C# language with .NET Framework 4.
So, to able to run the application, it is required to have .NET Framework 4 package installed on the
target PC.

Basically, the application consists of some files and one folder which contain 2 JSON files. While
operating, it will automatically create “L.0g” directory at current application location to store logging
information and errors as well.

JzonFile 51272017 %16 AM File folder
|2 Newtonsoft.Json.dll 3/10/2017 8:28 AM Application extens... 478 KB
[=] TBSLnConfigurationTool.exe 51772017 4:49 PM Application 354 KB
# TBSLnConfigurationTool.pdb 51772017 4:49 PM Program Debug D... 230 KB
[82] TBSLnConfigurationTool.vshost.exe 572017 449 PM Application 23 KB
| | TBSLnConfigurationTool.wshost.exemani..  7/16/2016 &:44 PI MAMIFEST File 1KE
] TBSLnConfigurationTool_User_Guide.decx  5/12/2017 5:15 PM Microsoft Word D... 435 KB
|%] TracerX-Logger.dll 310/2077 8:28 AM Application extens... 136 KB

Fig.1 Initial Application Files.

+ Newtonsoft.Json.dll — DLL file to support JSON format.

+ TBSL1ConfigurationTool.exe — main application file. To run the application, we execute this file.
+ TBSL1ConfigurationTool User Guide.docx —word file contain instruction for user how to use the
application.

+ TraceX-Logger.dll — DLL file to support logging functions.

+ JsonFile folder — the folder contain 2 JSON file and a configuration folder:
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e Settings.json — JSON file which is used to hold all parameters of the application and
load it when start the GUI. This always hold the latest setting even if user save their
parameter in other JSON file.

e DefaultSettings.json — optional; used to restore default settings.

e ReadOnly/CurrentMode.json — must not be modified by the user, contains the GUI
operating mode (console or logging).

JsonFile 51272017 %16 AM  File folder

Logs 5112017 2:46 PM File folder
|_'| Mewtonsoft)son.dll 310/2017 B:28 AM Application extens... 478 KB
[8Z] TBSLnConfigurationTool.exe 5172017 4:49 PM Application 35 KB
&1 TBSLnConfigurationTool.pdb 572017 449 PM Prograrn Debug D... 230 KB
[85] TBSLnConfigurationTool.wshost.exe 51772017 4:4% PM Application 23 KB
d TESLnConfiguraticnToolvshost.exemani.., 7162016 6:44 P MAMIFEST File 1KB
] TBSLnCenfigurationTeol_User_Guidedocx  5/12/2017 15 PM Microsoft Word D... 425 KB
|J Tracer®-Logger.dll 3102017 8:28 AM Application extens... 136 KB

Fig.2 Directory Structure when Application Running.

|j TBSLnCeonfigurationTool.tl 211772017 134 AM - TX1 File 1KE
d TBSLnConfigurationTool bt 2772007 10:34 AM Text Document 1KE

Fig.3 Log File.

To open the GUI application, execute file TBSL1ConfigurationTool.exe with administrator rights in
the directory where the application files are located.
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W
File  View  Settings PW Update Help

Overall Settings Sensor Settings Others

Send All Settings Send Modem Settings  Send Schedule Settings  Send Ext.RTC Settings Connect
Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings

Detected Modem

Enter Command: Hibernate

Data log
The Send/Get button is only available once COM Port is open!!l
== 09:46:04 This application is running on Windows 8/8.1/10 05

Fig.4 Main Application Screen.

When the GUI has started, it shows the current mode of platform, if the GUI opened for the first time
the current mode is always Console Mode. After that, it depends on what mode was the platform before
closing the GUI.

Before COM Port is opened, almost all buttons will be disabled or will not work.

After COM Port is opened, the GUI will check connection with the platform and automatically get
external RTC time from the platform and display it on the GUI.

Note:Sometimes the displayed External RTC Time differs by one second from PC time. This is only a
display lagging issue that doesn’t affect the platform.
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| HEEl TESL1ConfigurationToo - . . — . =
File  View  Settings FW Update Help

Overall Settings Sensor Settings Others Operation Mode
® Console Mode
O Logaing Mode

Send All Settings Send Modem Settings = | Send Schedule Settings | Send Ext.RTC Settings | Disconnect I

Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings

® Sensors Detected Modem

Enter Command: w Send () Modem BRI LoRaWAN

Data log

The Send/Get button is only available once COM Port is openll!
<<17:07:50 This application is running on Windows 8/8.1/10 05
<<09:40:55 Configure COM port: OK

«=09:40:55 Open COM port: OK

<= 09:40:55 Connect to platform: 0K

<=09:40:55 Device Identification: 00000000

<=09:40:35 Firmware Version: 04000104

<=09:40:55 Detect Modem ID: LORAWAN

<<09:40:55 Logging Mode: OFF

<<09:40:55 Connect to TBSLn platform: OK

Fig.5 GUI after opening COM Port.

File | Wiew  Settings Help
Load
Load Default Setting

Save

rm

Save As ..,

Exit

Fig.6 File Menu.
“Load” item: this item allows user to load setting from JSON file. After clicking on this item, a
file dialog window will be open for user to choose suitable JSON file.
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“Load Default Setting” item: this item allows user to load setting from DefaultSetting.json

file. This file contain default settings for all parameter in the GUI.

“Save” item: this item allows user to save setting to default JSON file “Settings.JSON”. The
settings stored in “Settings.JSON” file usually are the newest settings user had set, it will be

loaded each time the GUI starts up.
“Save As ...” item: this item allows user to save setting to any JSON file they want to.
“Exit” item: Stop and quit the application.

o R e T e N 0 s B

View | Settings  Help

Get current date
Get current battery

Get firmware version

Get Schedule settings
Get LoRa settings
Get Channel Settings
Get 5D1-12 Settings
Get Pulse Settings
Get Analog Settings

Clear history

i Tag time

It

in

[SRYIR AT Ferarn Al BT e

Fig.7 TBSL1 Menu.

- “Get current date” item: When the bridge operates in console mode, this item allows to get the
platform’s current time. It is displayed as below on GUI when this item is clicked.

- “Get current battery” item: When the bridge operates in console mode, this item allows to get
the battery voltage. It is displayed as below on GUI when this item is clicked.

- “Get firmware version” item: When the bridge operates in console mode, this item allows to
get the version of current firmware. The firmware version string has format:
<Model><Custom><Version><Revision>, where:
Model: 04 for TBSL1

Custom: used for debug FW, custom features, etc...

Version: FW version

Revision: FW revision

Example: 0400010A
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- “Get Schedule settings™ item: When the bridge operates in console mode, this item allows to
get the current schedule settings on the bridge such as: all kind of sensors measurement interval,
transmission interval, battery sending cycle. Schedule parameters are returned to the GUI when this
item is clicked.

- “Get LoRa settings” item: When the bridge operates in console mode, this item allows to get
current LoRa settings on the bridge. Lora parameters are displayed on GUI when we click on this item

- “Get Channel Settings™ item: When the bridge operates in console mode, this item allows to
get current Channel settings on the bridge. All settings for 8 channels (even disabled channel) are
displayed on the GUI when this item is clicked (Note: when frequency is set to 0, it means
corresponding channel is disabled). (RHF LoRaWAN 2.0.10)(different in RHF LoRaWAN 2.1.x)

- “Get SDI-12 Settings” item: When the bridge operates in console mode, this item allows to get
SDI-12 command list on the bridge. SDI-12 commands list is displayed on GUI when this item is
clicked. Each command displayed on each row consists in two sub-commands. A command is used to
measure and the other for getting data.

- “Get Pulse Settings” button: When the platform operates in console mode, this button is used
to get Pulse sensor settings from the platform.

- “Get Analog Settings” button: When the platform operates in console mode, this button is
used to get Analog sensor settings from the platform.

- “Clear history” item: Clear all information that was displayed on Data log window.

- “Tag time” item: Start-up state of this item was selected. When the item is selected, the
application will tag PC’s current time to every data that it sends/receives to/from the bridge. This
feature is useful when we need to calculate time stamps for commands.

Settings | Help

1 COM Port Configuration
TB5L1 Cenfiguration

— S— — =20

Fig.8 Settings Menu.
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- “COM Port Configuration™ item: The item is used to configure settings of COM port that
interfaces with the platform. When clicked, the application will open new COM settings window such

as:

= COM Coenfig
COM Settings

Port Name:

Data bits:

Parity:

Use

Refresh COMs

~ Baud:
None w Flow cortral: | Mone

DK Cancel

Fig.9 COM Settings.

Correct COM port from “Port Name” drop-list must be selected. If the COM/USB cable is plugged on
the PC after opening the window, “Refresh COMs” button can be used to refresh the drop-list. The
remaining settings should be kept as default values unless it is needed these changes match with new
firmware parameters on the platform. Click “OK” button to accept and save selected values. The new
settings will be updated and written to the appropriate section in the Settings.JSON file.

- “TBSLn Configuration” item: The item is used to configure settings for the platform . When

clicked, the application will open a new

window such as:
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LoRaWAN EHS6 5DI-12 Pulse Anzlog Alam  Info
LoRa Settings

LoRaWan Mode (@ ABP Mode () OTAA Mode

Device Address | 0DEOCTB6

Device EUI | DEADBEEF15042017

App ELI BE7ADQDOODODDO0AS

Nk SKey | D4A75BOFACODEFECCESBED2045E08534

AppSKey | ECTF6771F 2591507330 7B03651557CCE

AppKey B311C02417CBA335D1BEDNV25C 256559

ALK Options
() Wait ACK from server

Repeat times (1-15)

(®) MNo ACK from server

LeRa RF
ADR OFF ~
Freq Scheme EUBEE w Set CH
Data Rate DR1 w| [ Duty Cycle
TX power 14 w

Load from JSOM file
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LoggingMode Schedule

Transmission Interval {minutes) |'| 5 |

Watchdog Interval (zeconds) |‘] 0 |

Battery Interval {minutes) | 0 |

Transmission Delay (seconds) (In Transmission Interval)

RTC Settings

Time Zone Selection:
(UTC+07:00) Banghkok, Hanoi, Jakarta w

UTC Time |06/18/2018 04:04:16 |

Modfiable Time |06/18/2018 11:04:16 | [0700:00 |

Extemal RTC  |06/18/2018 11:04:16 |

Set time far Get User PC
extemal RTC Timezone
Save Close

Fig.10 Platform Configuration.

On this window, we have two areas:

a) On the left side is an area for configuring the modem (LoRaWan/Cellular) and 3 kind of sensors
(SDI-12, Pulse, Analog). Concerning the modem, only the settings of the detected modem are
accessible while others are not (e.g if LoRaWAN modem has been detected by the system then

the cellular modem configuration won’t be usable).

1) “LoRaWan” tab: this tab contains all required settings to support LoORaWAN

communication:
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LoRaWAN  EHSE SDI-12 Pulse Analog Alam  Info
LoRa Settings

LoRaWan Mode (® ABP Mode () OTAA Maode

Device Address | DDEOCTB6 |

Device ELI | DEADBEEF19042017 |

App ELI BE7ADDODODDOODAL

Mk Skey | D4A75BOFACODEFECCRSBED2045E08534 |

AppSkey | ECYFe771F239150733D7B03651557CCE |

AppKey B311C02417CBAS9501BENT25C25F6539

ACK Options
() Wait ACK from server

(®) Mo ACK from server Repeat times (1-15)

LoRa RF
ADR OFF v
Freq Scheme ELZRE w Set CH
Data Rate DR1 ~| [ Duty Cycle
TH power 14 e

Fig.11 LoRaWAN Settings.

(1) “LoRawWan Mode”: set activation mode for the LoRa module, either ABP or OTAA.
(2) “Device Address”: set address for the LoRa module.
(3) “Device EUI": set Device EUI for the LoRa module.
(4) “App EUI": set Application EUI for the LoRa module.
(5) “NwkSKey”: set Network Session Key for the LoRa module.
(6) “AppSKey”: set Application Session Key for the LoRa module.
(7)  “AppKey”: set Application Key for the LoRa module.
(8) “Wait ACK from server”: send packet to server and request an acknowledge from the
server (LoRaWAN confirmed message)
(9) “No ACK from server”: send packet to the server without requesting an acknowledge
from the server (LoRaWAN unconfirmed message)
Repeat time(1-15): number of retransmission of the packet, this is handled
automatically by the modem (refer to LoRaWAN standard).
(10) “ADR”: set ADR (LoRaWAN Adaptive Data Rate), user can choose between “ON”
and “OFF”.

10
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(11) “Freq Scheme”: set datarate scheme for LoRa depending on user’s region. The
application supports EU868, US915, US915HYBRID, AU915, EU433, AS923,
CN779 and CN470 for now. Other regions might be supported in the future.

(12) “Data Rate”: set (initial) datarate for LoRa, the available range depends on chosen
“Freq Scheme”. Ex: In EU868, “Data Rate” options will be available between DRO -
DR5.

(13) “Duty Cycle”: this option will only be available in EU868.

(14) “TX power”: these item values also depend on which “Freq Scheme” is chosen.

(15) “Set CH”: settings for 8 channels. The below configuration screen displays default
channel settings: user can only enable/disable channels or set frequencies and channel

numbers.
~— Channel Setting — X
ChannelConfig
Channel Freq DRmin DRmax EnableCH
Lco 868.1 DRO DRS
Lc1 868.3 DRO DR&
C e o0 oo ow O
LCh 8651 DRO DR5
LCE 869.3 DRO DR5
Lc7 869.5 DRO DR5
Default Setting Save Cancel

Fig.12 Channel Settings.

DRmin and DRmax can’t be edited.
User can disable channel by unchecking EnableCH or deleting the Frequency. After disabling a
channel, user can only enable it again by clicking on EnableCH and setting the frequency.
- “Default Settings” button: set all settings back to default.
- “Save” button: save user settings. To save to JSON file, user must also click
“Save”/’Save as” button from “File” drop down menu.
“Cancel” button: discards modified channel settings.

i) “CELLULAR” tab: used to configure cellular modem (3G, 4G) and set MQTT parameters.

i) “SDI-12 Sensor” tab:

11
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1)
)
©)
(4)
()
(6)

LoRaWAN EHSE SDH2 Pulse  Analog Alam  Info

501 Settings

MNumber of Probes:

S01-12 Probes [D: ProbelD_1 ~

Mumber of Command: in probe |ProbelD_1
Measure Interval: minutes

[] Wam Up Delay 0 second ranges: 0- = 30

501 Sensor Setting

Ordinal  Description  Measurement Command

N Soil_1 oM

2 Soil_2 oMm1!
3 Air_1 om21

Fig.13 SDI-12 Sensor Settings.
“Number of Probes”: set the number of SDI-12 probes user will use. If there is no
sensor, the user needs to set this parameter first before configuring any sensor.
“SDI-12 Sensor ID”: This is a virtual ID starting at 1 and automatically generated by
the GUI.
“Number of Command”: set the total numbers of SDI-12 commands for selected
probes. This matches with number of Ordinal in SDI Command table.
“Measure Interval”: set measurement interval (ie logging period) for current SDI-12
probe ID.
“Warm Up Delay”: for SDI-12 sensors that require a warm up time before
measurement.
“SDI Sensor Setting” area: this area contains parameter of SDI-12 Sensor. User must
choose Probes ID in order to enable it, “SDI Sensor Setting” area will be disabled if no
Sensor ID is selected. Below are the parameters of SDI-Sensor:
- SDI Command table: set Measurement Command and Description for specific
SDI-Sensor.
- Ordinal: This is index of each Command in SDI Command table and it is
automatically generated by the GUI.

iv) “Pulse Sensor” tab:

12
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(1)
()

(3)
(4)

LoRaWAN EHSE SDI-12 Pulse  Analog Alam  Info
Pulse Sensor Settings

Mumber of Pulse Sensar 1 Sensor at cument version

Pulse ID Pulze_ID_1 -

Pulse Sensor Parameters

Pulse Type Rain Gauge ~
Pulze Sensor Name |HG_ND1

Pulse Measure Interval |'IE- | minutes

Unit Per Pulze millimeter

Starting Totaliser Value |D millimeter

Fig.14 Pulse Sensor Settings.

“Number of Pulse Sensor”: set the number of Pulse sensors. If there is no sensor, user
needs to set this first before configuring any sensor.

“Pulse Sensor ID”: This is a virtual ID starting at 1 and automatically generated by the
GUIL.

“Pulse type”: choose between 2 types of applications, either rain gauge or flow meter.
“Pulse Sensor Parameters” area: this area contains parameters related to pulse sensor.
User must choose Sensor ID in order to enable it, “Pulse Sensor Parameters™ area will
be disabled if no Sensor ID is selected. Below are the parameters of pulse sensor:

Sensor Name: name of configured pulse sensor, customised by the user.

“Pulse Measure Interval”: set measurement interval for specific pulse sensor.
“Unit per pulse”: set to match the sensor e.g. 0.2mm per pulse for rain gauge.
“Starting Totalizer Value”: when using TBSL1 on a flow meter and it is needed to
have the totalizer value to match the value on the meter’s mechanical dial, set the
totalizer to the current value shown on the dials.

13
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v) “Analog Sensor” tab:
LoRaWAN EHS6 SDI-12 Pulse Analog Alam  Info

Analog Settings
Mumber of Analog Sensar * Mumber of Sensors{(-2)
Analog Channel D Analog_Channel_1 w

] Analog Power Supply

Analog Sensor Parameters

Paort

Analog Sensor Name |}-'-naln:|g_ChanneI_Name_'l

Analog Measure Interval in minutes

Wam Up Delay second ranges: 1-> 30
Mumber Cf Samples ranges: 10 -= 1000

Fig.15 Analog Sensor Settings.

(1) “Number of Analog Sensor”: set the number of Analog sensors. If there is no sensor,
user needs to set this first before configuring any sensor.

(2) “Analog Channel ID”: This is a virtual ID starting at 1 and automatically generated by
the GUI.

(3) “Analog Power Supply”: for analog sensors that need to be permanently powered.

(4)  “Analog Sensor Parameters” area: this area contain parameter of Analog sensor. User
must choose Sensor ID in order to enable it, “Analog Sensor Parameters™ area will be
disable if no Sensor ID selected. Belows is the parameter of Analog Sensor:

“Analog Sensor Name™: name of configured analog sensor, customised by the

user.

“Analog Measure Interval”: set measurement interval for specific Analog Sensor.
- “Port”: set port for specific analog sensor, default port is 1.

14
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vi) “Alarm” tab: create an alarm if a parameter goes outside of preset limits. Alarms can be
generated based on the value of any of the SDI-12, pulse or analog sensors.

(1) “Choose sensor”: select the sensor to which alarm will be applied from the drop down
menu. By clicking on “Update sensor list”, the list will be populated with all sensors
connected to the platform and registered through the GUI.

(2) “Sensors Alarm Settings”:

- based on selected sensor’s type.

- based on selected sensor’s name.

- select which sensor’s measurement will be compared to alarm
condition (e.g. choose whether the alarm will apply to the temperature or humidity
measurement returned by the sensor).

- sub-sensor index, applicable to SDI-12 sensors.

- select alarm condition from the drop down menu, ie under,
over, inside or outside limit(s).

- lower threshold to be used by alarm condition.

- upper threshold to be used by alarm condition.

- value of hysteresis, set to zero if none. This is the range the value must
recover before a new alarm can be triggered and is designed to prevent multiple
alarms being generated if a value is sitting close to the alarm point.

- tick this box to enable the alarm for selected sensor.

(3) “Actions’: when the alarm is detected, select which action is triggered.

- data packet to server (LoRa/cellular), SMS (cellular version
only), E-mail (cellular version only) or no warning sent.

- upon alarm, a GPIO from TBSL1 can be triggered (to control an
irrigation vanne for instance). Available GP10O are dependant on TBSL1 HW
Versions.

15
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LoRaWAN EHSE SDI-12 Pulse Analog Alam  nfo

Alam settings
Choose sensor: | S0112_Probes_1 w Update Sensor List
Sensaor Alamm Settings
AMam Type  |SDI12

Alam Name |5DI12_Probe_1

Alam Source oMl ~

Parameter Index [0

1

(Generate Parameter

Alam Conditions | Qwer w SD1-12 Alams List
Min Value 0 | | Update SDI-12 List
Max Value |E'r |
Hysteresis |'I |
[ ] Enable Alam

Actions
Send waming by | Data Packet to Server ~
Toogle GPIO PC2 e

o TEKBOX

b) On the right side is an area for settings the platform schedule, power management and date/time
for RTC:

16
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LoRaWAN RHF Version

Select Version | LoRaWAN RHF 2.1x bl

LoggingMode Schedule

Transmission Interval {minutes) |'IE- |

Watchdog Interval (seconds) |'II]I |

Battery Interval {minutes) |'IE- |

Transmission Delay (seconds) {In Transmission Interval)

RTC Settings

Time Zone Selection:
(UTC+07:00) Bangkok, Hanai, Jakarta w

UTE Time |09/14/2017 07:16:23 |

Modifiable Time |09/14/2017 14:16:24 | [07.0000 |

Extemal RTC  [09/14/2017 14:16:23 |

Set time for Get User PC
extemal RTC Timezone

Fig.16 General Settings.

1) “LoggingMode Schedule” area:

(1)
(2)
©)
(4)

“Transmission Interval (minutes)”: period of measurements packets transmission.
“Watchdog Interval (seconds)”: (Reserved for Future Use).

“Battery Interval (minutes)”: period of reporting for battery and RSSI information.
“Transmission delay (seconds)”: offset in seconds based on the transmission interval.
Used to stagger the transmission of multiple RTUs using same transmission interval to
limit the collisions rate.

1) “Power Management” area: (disabled in current version)

(1)
(2)
(3)

“Alarm when battery under”: Alarm user when platform battery voltage go low.
“LED” checkbox: Enable/disable the LED of platform.
“Buzzer” check box: Enable/disable the Buzzer of platform.

1) “RTC” area: (time error with current time is < 1 second)

17
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1)  “Time Zone Selection”: set time zone for the GUI. The GUI time zone is separate with
PC time zone. The GUI time zone is using to set date/time for external and internal.

2)  “UTC Time”: Represent the current UTC time. Read only

3)  “Local Time”: Represent the current local time and the offset with “UTC Time”.
Change depend on “Time Zone Selection”.

4)  “External RTC”: Represent the current time of external RTC.

5)  “Set time for external RTC” button: set date/time for external RTC. Depend on
date/time in “Local Time”.

6) “Get User PC Timezone” button: set “Time Zone Selection”, “Local Time” into
current user’s PC timezone.

Iv) “LoRaWAN RHF Version”: select LoORa modem FW version. This option should be set to
its default value for latest TBSL1 FW (ie “LoRaWAN RHF 2.1.x”, which means the
modem is compliant with the latest LoRaWAN standard, version 1.02).

Configuration area for sensors that are TBSL1 variant dependant (e.g digital camera).
Reserved for Future Use — TBSL1 HW upgrade required.

This menu provides a tool that will build the commands to be sent by an application server to TBSL1 to control it
remotely (over LoRa or cellular interface).

Available commands allow to:
e Query time interval
o Sensors measurement interval (SDI-12, pulse, analog)
o Battery reporting interval
o Transmission interval
e Settime interval
o Sensors measurement interval (SDI-12, pulse, analog)
o Battery reporting interval
o Transmission interval
e Take an immediate measurement on a sensor
o SDI-12, analog or pulse sensor
e Update sensors configuration
o SDI-12: update SDI-12 commands
o Pulse: update parameters for rain gauge and flow meter applications.
e Trigger GPIO pulses (Reserved for Future Use — TBSL1 HW upgrade required)
o Pulse duration with either high-to-low or low-to-high transitions with starting time alarm.
e Modem configuration
o LoRaWAN: Class, ADR
o Cellular: RAT mode and preferred RAT.

18
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& Downlink Generato
Query Interval Command Command List
Sensor Index or Probe 1D The downlink generator startup...

Sensor Type ID

Setting Interval Command

Sensor Type D Interval Yalue

Sensor Index or Probe 1D

Immediate Measurement Command

Sensor Type ID Sensor Index or Probe ID Ordinal

Sensor Configuration Command

Sensor Type ID
aM!

=

Pulse Count Sensor ~ 0
Add Commands

Pulse Counter

Sensor Index  Pulse Kind ID Unit Per Pulse Starting Totalizer
GPIO Teggle Command

GPIO Mumber  State ID Starting Time Duration

GPID2 | |HGHTolOW | |Rhmmss] 13:30:45 | [60 Add Commands
Modem Configuration Command

Modem Type 1D Sub-Command ID Parameters

GSM_ELSE1_AUS SET_SXRAT - G ~ Add Commands

The user defines and adds the commands he wants to generate by clicking on each ‘Add commands’ buttons
whenever applicable. The command list is then populated accordingly.
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Query Interval Command Command List
Sensor Type 1D Sensor Index or Probe 1D The downlink generator startup...
SDI-12 Sensor - |1 | Add Commands 14:17:59 Add Command: 10051#==2 OK

14:18:11 Add Command: i115100058==> DK

. 14:18:15 Add Command: i225100058==2 OK

Setting Interval Command 14:18:38 Add Command: M33AD#==> OK
Sensor Type ID Sensor Index ar Probe 1D Interval Value 14:18:45 Add Command: p44P000.25008==> OK
SDI-12 Sensor o |5 | |5 Add Commands 14:18:53 Add Command: g55GR3#==> 0K

Immediate Measurement Command

Sensor Type ID Sensor Index or Probe 1D Ordinal
Analog Sensor 1] 0 Add Commands
Sensor Configuration Command

Sensor Type 1D

Pulse Count Sensor ~ 0 0 aM!
Add Commands

Pulze Counter

Sensor Index  Pulzse Kind ID Unit Per Pulse Starting Totalizer
GPIO Toggle Command

GPIO Mumber  State ID Starting Time Duration

GPID2  ~| HIGHTolOW  ~ | [hhmmss] 13:30:45 | [60 Add Commands
Modem Configuration Command

Maodem Type 1D Sub-Command 1D Parameters e FrrE@T e
GSM_ELSB1_AUS -~ SET_SXRAT w 4G ~ Add Commands

For each command category, multiple commands can be generated (e.g it's possible to set the measurement
interval for five SDI-12 sensors and one analog sensor).

Then click on ‘Show Commands’ to display the list of commands that can be sent by the application server to
control the platform:

Command List

14:22:26 Commands list:

14:22:26 Ordinal 0: 150518
14:22:26 Ordinal 1: 5151000548
14:22:26 Ordinal 2: 1525100058
14:22:26 Ordinal 3: M53IADE
14:22:26 Ordinal 4: p54P000.2500
14: 2226 Ordinal 5: gbbGRIH

This configuration panel is available only for cellular modems.
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It is used to access the flash file system of the cellular modem and handle MQTT certificates and application
MIDlet.

&

List of all files in FFS Data log

Select files in FFS ~

File Status Update List

Certificate Settings

SIMSEC Status | “SJMSEC: 1,1,1.0 Update Status
Select Certificate w
Install Certificate HTTPS Verify : ON HTTPS Verfy : OFF
Uninstall Client Certficate Uninstall All CA Certficates
Remowe Certfficates from FFS Modem Reset

*Important: The modem must be reset after finish modffication.

MQTT Midlet Settings
MQTT Java Midlet Status Update Status
Uninstall MQTT Midlet
Start Midlet Remowve Midlet

oK

It is then possible through this menu to:
e Listfilesin FFS
e Install/Uninstall/Start/Stop/Remove MIDlet
e Install/Uninstall/lRemove TLS1.2 client certificate

e Install/Uninstall/Remove TLS1.2 CA certificate(s) ((NOTE]: the modem does not support CA bundle,
such bundle must be split into individual CA files, loaded and installed one by one).

The modem driver needs to be installed on the PC prior to any configuration change. Contact Tekbox technical
support to get the latest version of the driver.

Once installed, connect the 3 pins connector to a PC USB 2.0 port:
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From the device manager, several USB COM port related to the modem (‘Cinterion’) should appear:
v [ Ports (COM & LPT)
ﬁ Cinterion ELSx do_not_use (COMZ24)
ﬁ Cinterion ELSx USE Com Port1 (COM23)
ﬁ Cinterion ELSx USE Com Port? (COMZ3)
ﬁ Cinterion ELSx USE Com Port3 (COMZZ)

- Install HTerm terminal application on the PC. It can be downloaded from http://www.der-hammer.info/terminal/

- Open HTerm and configure the serial connection to use Cinterion Com Portl (COM23 in above example):

e priens w1

Discomnect | Port | COM23 v||R| Baud[115200  +| pata |8 v| stop |1 ~| Parity [None ~| []CTS Flow control

If this does not work, use the next available port.

- Configure CR+LF for sending and receiving data:

: Newline at |CR4LF wl Send on enter |[CRAF
. and
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- Copy the MiIDlet to FFS (both .jad and .jar files):

Input control
Input options

Clear transmitted Asci [JHex []Dec []Bin Send on enter |CR-LF w Send file DTR RTS

Type ASC  ~| [ at*sidl=1,355682, "MOTTCELLULAR.jar”| 1. Enter command at*sjdl=L <size in bytes=> "MOTTCELLULAR jar [or jad]" and press ENTER

Transmitted data

1 ] 10 15 20 29 30 35 40 45 a0 ]
at~s3jdl=1,355682, "MQTITCELLULAR.jar"yww 2. Command sent
Input control

Input options

Clear transmitted []asci [ JHex [Joec [ ]Ein Send on enter | CRAF o Send file DTR RTS

Type |ASC v 3. Send file

Source MOTTCELLULAR. jar

Repetitions (0=inf) =

Delay (0=none) III = x0.1s

Repetition 0 of 1 Mextin 0.0s

0 of 355682 byte Sendtime 00:00:0

Speed 0.195 KiE /s
Start Stop Cancel

Received Data
1 5 10 15 20 25 30 35 40 45 50
at*83jdl=1,355682, "MOTTCELLULAR. JAar"wyuwwCONNECT

e '

JDL CRC32 0xed847801lyw
Oy T

Download successful

File size can be checked by right clicking the file name from Windows explorer and checking the properties.
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General Securty Details Previous Versions

| < | |Mm‘rc ELLULAR jar

Type of file:  Executable Jar File (jar)

Opens with: | Java(TM) Platform SE b Change...

Location: C:AUsers'\Philippeworkspace \MATTEHS 6 \deploye

Size: 347 KBJ 355,682 bytes)

Size on disk: 348 KB (356,352 bytes)

Then click on ‘Send File’, select the file and send it.

Source MQTTCELLULAR..jad

Repetitions {0=inf) =
Delay (D=none) III =

Repetition 0 of 1 Mextin 0.0s

0 of 302 byte Sendtime 00:00:0
Speed 0.031KB/fs

Start

LA

=
L=}

Cancel

- Copy CA certificate(s) and client certificate/key (if needed): steps are the same than for downloading the MIDlet
but there are some preliminary steps required as only certificates in binary format can be used.

Certificates and ciphering key need to comply with the format and extensions constraints:
o CA certificate(s) must be in DER format and have .der extension

e Client certificate must be in PEM format and have .crt extension and its ciphering key must be in PEM
format and have .key extension

Certificates and ciphering key need then to be converted to binary format before being installed. This is achieved
by using the converter embedded within the configuration tool.
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LoRawan  Cellular
Cellular Corfiguration

50112 Pulse

Analog  Alam  Info

Select SXRAT LTE e
Ciient D IMQTT_CLIENT_1 |
Board ID 00000101 |
Topic Publish |E:cample Topic |
APN [m3-world |
Metwork User |mm5 |
Metwork Pass |mms |
Server URI TCP {no security) e
Broker Address |rrr'_.'.mqtt.bml-:er.ur|
Broker Port
Dowenlink: S00000101/Example Topic
Service Quality 1 e

Certfficate Converter

‘ﬁ% TEKEO>]

Choose the CA certificate (or client certificate and its key) then enter the desired output file name (no extension
required as it will automatically be saved as .bin file).

m

| T - -
| 0¥ Certificates Con

m

| Convert CA  Conver Client Certfficate

Select CAfile (DER Format) |tekbmc.33.der

Output File Mame

||::.33

Convert

Choose File

The generated <certificate>.bin file is then ready to be stored into the modem FFS.
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e Click on ‘Update List' to get the content of FFS in the drop down menu
List of all files in FFS

Select files in FFS | "ca3bin” e

File Status Update List

List of all files in FFS

Select files in FFS | "calbin®

"calbin”
File Status  |"-32bin"

"client bin"

o Click on ‘File Status’ to get information about a particular file from FFS
List of all files in FFS

Data log
SE.'|E.'Ct fi'E.'S in FFS "::.aEI..bin" "t ‘Ci1 52545‘ ;’-‘-.T“SFS;’-".="stat"."a:fca 3-.|2Iil'|II

15:25:49 AT SFSA="stat" "a:/cal hin

: Size in bytes

FSA: "04/01/01,16:36:14

| Fie Status Update List 159

Cerificate Settings 15:2

SIMSEC Status | "SUMSEC: 1.1.1.0 Update Status 1925400 Status

Certificates must have been downloaded to FFS prior to any configuration action.

A certificate must be installed so it becomes active in the modem.
A certificate must be uninstalled before being physically removed from FFS.

Only one client certificate can be installed, whereas multiple CA can be installed (this is the case when
CA bundle is used).

Certificates must have been converted from DER to BIN format through the conversion tool before being
installed in the modem (cf related section for further details).
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e Uninstall client certificate

List of all files in FFS

Select files in FFS | "ca3 bin" bt

File Status Update List

Cerfficate Settings

SJMSEC Status | "SJMSEC: 1,110 Update Status
Select Certificate | “client bin" w
Install Certificate HTTPS Verify : ON HTTPS Verify : OFF
|| Uningtall Client Certificate | | Uninstall All CA Certficates
Remove Certificates from FFS Modem Resst
e Uninstall all CA certificates
Select files in FFS | "calbin” o
File Status Update List
Cerificate Settings
SIMSEC Status  |"SJMSEC: 1.1.1.0 Update Status
Select Certficate | “client bin" w
Install Certificate HTTPS Verify : ON HTTPS Verify : OFF

o TEKBOX

Uninstall Cliert Cerificate l Uninstall All CA Certfficates |

¢ Remove a certificate from FFS

Data log
<<13:55:50 AT SIMSEC="cmd","0600B 1000000"

AT SJMSEC="cmd","0600B 1000000

13:555

———— o

<¢13:55:50 AT"5JMSEC="cmd","0600E1000000"

14:15:10 AT" SJMSEC="cmd"," 060091000000
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Cerificate Settings 14:15:
14:15:
SIMSEC Status | "SUMSEC: 1.1,1.0 Update Status 141510
<1416
i ] 14:16:4
Felect Certificate "calbin” 14:16:
14:16:
Install Certificate HTTPS Verify : ON HTTPS Verify : OFF 1416
14:16:
Uningtall Client Cerificate Uninstall Al CA Certficates
|| Remove Certificates from FFS Modem Reset
e Install a certificate
Cerfficate Settings 14:15:10 AT"SJMSEC="cmd"," 060051000000
14:15:10 Ok
41610 CE 11 _:'-:'_: '-"-..:-_':'-:'-
SIMSEC Status | "SJMSEC: 1.1.1.0 Update Status 147510 CELLULARCS_CMD:
<4 154? AT SF5A="remove" "a:/calbin"
14:16:47 AT SF5A="remove","a:/ca 1 kin
Select Cedificate "ca2 bin" 14:16:47 “SFSA: (
14:16:47
Install Certificate HTTPS Verfy : ON HTTPS Verify : OFF 14:16-47 QK
14:16:47 CELLULARCS D: PASS

Lninstall Client Certificate Uninstall All CA Certfficates

Remove Certificates from FFS Modem Reset

o Reset modem once all operations have been completed

Remove Certificates from FFS Modem Reset

- Once downloaded to the modem FFS the MIDlet appears as “Available”:

MQTT Midlet Settings

MQTT Java Midiet Status |Available || Update Status |

- Install the MIDlet, its status will switch to “Installed”

 TAFRET RN EJHEE EfI|E.'" "caEI:un"

'I 18:42 AT"SJMSEC="file" "ca2 bin
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MQTT Midlet Settings
MQTT Java Midlet Status | Available | | Update Status

Install MQTT Midet
Remove Midlet

MGTT Midlet Settings
MQTT Java Midiet Status | Installed || Update Status

- The MIDIet can then be started (required to leverage MQTT feature), uninstalled or removed from FFS.

Uninstall MQTT Midlet

Start Midlet Remowve Midlet

- Once running, the MIDlet version can be checked:

MQTT Midlet Settings 16:23-34 CELLULARCS CMD: PASS
e 16:24:28 AT+MQTTVER
MQTT Java Midlet Status  |Running | Update Status 16-24-28
162428
Stop Midlet Remove Midlet T
<

- When the MIDlet is removed from FFS it does not uninstall it, these are two different things.
To uninstall the MIDlet it must be first stopped (if it’'s running) and only then it can be uninstalled.

- Finally reset the modem by clicking on ‘Modem Reset’ and once completed reset the platform.

TBSL1 configuration tool embeds a firmware update feature via USB cable.
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J Bl TBSL1ConfigurationToc

File  View  Settings | FW Update | Help

Overall Settings ' Sensor Settings Others

o TEKBOX

Operation Mode

The Send/Get button is only available once COM Port is open!!!
= =10:03:18 This application i running on Windows 8/8.1/10 05
==10:03:22 Configure COM port: OK

<«10:03:22 Open COM port: OK

==10:03:22 Connect to platform: 0K

<<10:03:22 Device Identification: 00000000

<«10:03:22 Firrmware Version: 04000104

==10:03:22 Detect Modem ID: LORAVWAN

==10:03:22 Logging Mode: OFF

==10:03:22 Connect to TBSLn pltform: OK

==10:27:50 Getting Board Version: 04000104

==10:27:50 Getting Board ID: 00000000

Fig.17 FW Update Menu.
Hardware requirement:

1. USB cable connection between the platform and PC.

Software requirement:

Send All Settings | | Send Modem Settings = | Send Schedule Settings | | Send Ext.RTC Settings Disconnect ® Cansole Mode
- - . - (O Logging Mode
Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings
(® Sensors Detected Modem
B Hibernate
Enter Command: ~ Send | () Modem LoRaWAN
Data log

1. Visit website: http://www.st.com/en/development-tools/stsw-stm32080.html

2. Download DfuSe tool and install it.
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¥
Legal
Description Version Size
@ SLA004T: Image V2 - SOFTWARE LICENSE AGREEMENT 112 99 KB

GET SOFTWARE

Part Number 4| Software Version Marketing Status Supplier Order from ST

STSW-5TM32080 3.05 Active ST

Fig.18 Download DFUse Tool from ST website.

3. Driver for STM Device in DFU Mode.

M Device Manager — a x

File Action View Help
&= m Em e

I Display adapters ~
< DVD/CD-ROM drives
[ Human Interface Devices
=@ IDE ATA/ATAPI controllers
¥ Jungo Connectivity
Keyboards
[l Wice and other pointing devices
[ Monitors
[ Network adapters
§ Ports (COM & LPT)
ﬁ Prolific USB-te-Serial Comm Port (COM3)
[ Print queues
[ Processors
[ Sensers
| Software devices
i Sound, video and game controllers

<

S Storage controllers
= System devices
~ § Universal Serial Bus controllers
Intel(R) USB 2.0 eXtensible Host Controller - 1.0 (Microsoft)
Realtek USB 2.0 Card Reader
[ STM Device in DFU Mode
USE Compaosite Device
USB Root Hub (HCI)
§ Universal Serial Bus devices

Fig.19 Driver for STM Device in DFU Mode.

Note: Normally, this driver will be automatically installed when it is detected by Windows
(tested with Window10 x64). If the PC doesn’t automatically install the driver, this can be done
manually by following these steps:

e Go to installation folder of DfuSe Tool:
Installed Disk\STMuicroelectronics\Software\DfuSe v3.0.5\Bin\Driver

e Select folder compatible with your PC window version. (Window 7, 8, 8.1)
e Select folder compatible with your PC. (x64, x86)
e Run dpinst_amd64.exe or dpinst_amd86.exe file.

How to use:
1. Open the GUI in console mode.
2. Click on Update item in FW Update menu.
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DFU Bootloader mode.

& Device Manager - m] x & Device Manager — m] x
File Action View Help File Action View Help
= @ EmE o @ E@E
[ Display adapters ~ [ Display adapters -
= DVD/CD-ROM drives = DVD/CD-ROM drives
) Human Interface Devices @ Human Interface Devices
== DE ATA/ATAP| controllers == |DE ATA/ATAP| controllers
I Jungo Connectivity I Jungo Connectivity
= Keyboards = Keyboards
w Mice and other pointing devices w Mice and other pointing devices
[ Monitors [ Monitors
I Network adapters I Network adapters
~ i Ports (COM & LPT) ~ I Ports (COM & LPT)
ﬁ Prolific USB-to-Serial Comm Port (COM3) ﬁ Prolific USB-to-Serial Comm Port (COMS)
[ @ USB Serial Device (COM4) | =1 Print queues
= Print queues ] Processors
[ Processors :: > . (3 Sensors
[ Sensors B Software devices
! Software devices iy Sound, video and game controllers
i Sound, video and game controllers Sai Storage controllers
S Storage controllers i3 System devices
E3 System devices ~ @ Universal Serial Bus controllers
v ' Universal Serial Bus controllers ' Intel(R) USB 3.0 eXtensible Host Controller - 1.0 (Microsoft)
§ Intel(R) USB 3.0 extensible Host Controller - 1.0 (Microsoft) § Realtek USB 2.0 Card Reader
§ Realtek USB 2.0 Card Reader | § STM Device in DFU Mode
§ USB Composite Device § USE Compeosite Device
§ USB Root Hub (xHCI) § USB Root Hub (xHCI)
§ Universal Serial Bus devices § Universal Serial Bus devices
v v

Fig.20 Platform switched to DFU Bootloader mode.

4. Open DFUse Tool and click Choose to select provided dfu file (DFU file *.dfu).

& DfuSe Demo (v3.0.5) —

Successfully connected with platform in DFU mode
DFU Mode:

Available DFU Devices
STH Device in DFU Mode ~

Application Mode:

X | ¢® DfuSe Demo (v3.0.3)

Awvailable DFU Devices

X

ST BB Mk 1 Applicstion Mode DFU Mode:
Wendor D Vendor ID: | 0483 Wendor 1D Wendor D
Supports Upload anifestation tolerant Supports Upload Manifestation tolerant
e ——] Bccelerated Upload (5T)  Procuct ID: |:| Procust ID: e ] Accelerated Upload (ST)  Procuct D1 |:| Procuct ID1
Eneksh Version, l:l Wersior: ety Wersion: I:I Wersion,
Enter DFL mode/HID detach Leave DFU mode Enter DFU mode/HID detach Leave DFU mode
Actions Actions
Seleat Tageleh | 1y001d Hame Avsiable Seotors (Double Click for mare] Seleet Targellel | 7500119 Name Available Seotors [Double Cick for mare)
0o Internal Flash 2048 sectors on Intemnal Flash 2048 sectars.
m Option Bytes 2 sectors. o Dption Bytes 2 sectors
02 DATA Memary 2 gectors. 0z DATA Memory 2 sectors,
Uplaad Actian Uparade ar Werity Action Upload Action Uparade ar Yerify Action
File: File: File: File: Werge_DFLU.diu
‘Verdor D Targsts in file; Vendor ID: |0483 Targets in file:
oo ST..
Chaose... Upload Procuct ID: Choose... Upload Procuct [D- 0000
Transferred data size Version Translered data size Version: | 0000

0 KB(O Bytes) of 0 KB[0 Bytes) Dleriy after downlzad

[] Optimize Upgrade duration [Remove some FFs)

Operation duration

00:00:00 Upgrade Werify

O KE(D Bytes) of O KB(D Bytes] ] Veriy after dovrlcad

Operation duration
00:00:00

Upgrade

Abart Quit

Abark

[ Optimize Uparade duration (Remove some FFs)

Werify

Quit

‘ File correctly loaded.

Fig.21 DfuSe Tool.

5. Click Upgrade to update new firmware, click Yes to close the pop-up message.
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on

o TEKBOX

— & DfuSe Demo (v3.0.5) — X
Available DFU Devices Available DFU Devices
STM Dievice in DFU Mode | Application Mods: DFU Made: STM Device in DFU Made Application Mode: DFU Mode:
Wendor D endor 1D Wendor 1D Wendor D
Supports Upload anifestation tolerant Supports Upload Manifestation tolerant
Supports Download Accelerated Upload [ST)  Procuct ID: l:l Procuct 1D: Supparts D ownload Accelerated Upload (ST] Procuct 1D I:I Procuct ID
Can Detach Version l:l Versior: Fan Detach Versior: |:| Version
Enter DFL mode/HID detach Leave DFU mode Enter DFU mode/HID detach Leave DFU mode
Actions Actions
Select Taalsl] more) Seleet Targellel | 7500119 Name Available Seotors [Double Cick for mare)
DfuSeDemo
o Dption Bytes 2 sectors
Your device was plugged in DFU mode. 0z DATA Memary 2 sectors
So it is impossible to make sure this file is correct for this device.
Continue howewver 7
Uplaad Upload Action Uparade ar Yerify Action
File: File: File: Werge_DFLU.diu
No Vendor D: [0483 Targets in file:
Choose. Upioad U Gl
z Procuct ID: | 0000
Transferted data size Version: | 0000 ‘ Translered data size Version: | 0000
0 KB[D Bytes] of 0 KB[O Bytes 5 KB[5438 Bytes) of 134 KB[137473
(0Bytes) (0Bptes) [ erify after dowrlaad Eylas[] yes) f [ Werify after download
[] Optimize Upgrade duration [Remove some FFs) [ Optimize Uparade duration (Remove some FFs)
Dperation duration Operation duration
00:00:00 Choose:. Verify 00:00:08 Choose. Upgrade Werity
le correctly | . Target 00: Upgrading - Download Phase [4%]...
Abart Quit Abark Quit
< DfuSe Demo (v3.0.5) - X
Available DFU Devices
STH Device in DFU Mods . Application Mode: DFU Mode:
Yendor ID ‘endor 1D
Supports Upload

Manifestation tolerant

Supparls Dowrload Aceeleraled Upload [8T) ProcuetD: | | ProcuctD
CaniDetach Yersion: I:l Wersion:
Enter DFU mode/HID detach Leave DFU mode
Actions
Select Target(s) Targetld  Mame Awailable Sectars [Double Click for mare]
oo Internal Flash 2048 sectors.
m Option Bytes 2 ectors.
nz DATA Memary 2 sectors...
Upload Action Upgrade or Verify Action
File: File: Merge_DFLL.dfu
\endor - 0483 Targets in fle
oo ST..
Choose. Upload Procuct 1D | 0000
Transtered data size ‘ersign: | 0000
134 KB(137473 Bytes] of 134

KB[137473 Bytes]

Operatian duration

[ Verify after dovnload
[] Optiize Upgrade duration [Remave some FFs)

00:01:08

Abort

Choase...

Uparade

Target 00: Upgrade successful

Werify

Quit

Fig.22 Successfully upgrade firmware.

6. Unplug USB cable to exit DFU Bootloader mode and power off TBSL1 by

disconnecting the solar pane

7. Connect back the solar panel and USB cable for further configuration.

Help
About

Manual

Fig.23 Help Menu.
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Click on this, TBSL1ConfigurationTool will open a message pop-up with information about
company, website, FW version, and the application version.

Company: Tekbox Digital Solutions,
Website: www.tekbox.net

Application version: (4000104

oK

Fig.24 TBSL1 Detailed Information.

The application version must match the TBSL1 FW version, otherwise it could result in unpredictable
behavior of the platform.

The configuration tool automatically detects if there’s a mismatch between the tool version and the
TBSL1 FW version, and notifies the user with a pop up message:

This opens the user manual.

The main screen provides some buttons for sending parameters to the bridge and read them back.
Operation mode will be disabled until COM Port is open (this is automatically done once USB
connection is detected).

ke
File  View  Settings FWUpdate Help

Overall Settings  Sensor Settings Others

Send All Settings = Send Modem Settings  Send Schedule Settings  Send Ext.RTC Settings Connect |
Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings
. Detected Modem
Enter Comrmand: Hibernate
i Overall Settings Sensor Settings Others Operation Mode
Send All Settings | | Send Modem Settings | | Send Schedule Settings | | Send Ext.RTC Settings I Disconnect | @ console Mode
- . . - (O Logging Mode
Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings
®) Sensors Detected Modem
- Hibernate
Enter Command: ~ Send O Modem LoRaWAN
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Fig.25 Enable/Disable configuration buttons when COM Port is open/closed.
These configuration buttons are only accessible in console mode.

i Overall Settings Sensor Settings Others Operation Mode
®) Console Mode

() Logging Mode

Send All Settings Send Modem Settings | Send Schedule Settings | | Send Ext.RTC Settings I Disconnect I

Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings

® Sensors Detected Modem

Enter Command: v| Send O Modem Hibernate —

Fig.26 Overall Settings buttons.

- “Send all Settings” button: send all configuration parameters to the platform (modem, system
and sensors settings).

- “Get All Settings” button: get all parameters from the platform.

- “Send LoRa Settings” button: send only LoRaWAN parameters to the platform.

- “Get LoRa Settings” button: get only LoRaWAN parameters from the platform.

- “Send Schedule Settings™ button: send logging mode schedule parameters to the platform.
- “Get Schedule Settings™ button: get logging mode schedule parameters from the platform.
- “Send Ext.RTC Settings” button: update TBSL1 external RTC time.

- “Get Ext.RTC Settings” button: get TBSL1 external RTC time from external RTC.

1

: File View Settings FWUpdate Help

1 Overal Settings Sensor Setfings Others Operation Mode
Send All Sensors Send 5D1-12 Settings Send Pulse Settings Send Analog Settings Disconnect @ Console Mode
. . - ) Logging Mode
Get All Sensors Get SD1-12 Settings Get Pulse Settings Get Analog Settings
@ Sensors Detected Modem
. Hibernate »
Enter Command: vl Send ) Modem LoRaWAN

Fig.27 Sensor Settings buttons.

“Send all Sensor” button: send all sensor settings (SDI-12, Pulse and Analog) to the platform.
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- “Get all Sensor” button: get all sensor settings (SDI-12, Pulse and Analog) from the platform.

- “Send SDI-12 Settings” button: When the platform operates in console mode, this button is
used to send SDI-12 sensor settings to the platform.

- “Get SDI-12 Settings” button: get SDI-12 sensor settings from the platform.
- “Send Pulse Settings” button: send pulse sensor settings to the platform.
- “Get Pulse Settings” button: get pulse sensor settings from the platform.
- “Send Analog Settings” button: send analog sensor settings to the platform.

- “Get Analog Settings” button: get analog sensor settings from the platform.

it

File View Settings PW Update Help

Overall Settings  Sensor Settings Ofthers Operation Mode
Set Board ID Disconnect ® Console Mode
Analog Measure O Logging Mode
Get Board ID Get FW Version Get All Info
@ Sensars Detected Modemn
- Hibernate i
Enter Command: v| Send O Modem LoRaWAN

Fig.28 Others buttons.

- “Analog Measure” button: get an instant measurement on all configured analog channels.

<=09:08:51 Instant Analog Measurement: DONE

Fig.29 Instant Analog Measurement.
- “Get FW Version” button: get current TBSL1 firmware version.

- “Set Board ID” button: set TBSL1 board ID.
“Get Board 1D button: get TBSL1 board ID.
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“Get All Info” button: get both TBSL1 firmware version and board ID.

To interact with the platform, the virtual COM port must be open by the application (which is
automatically done upon USB connection to the platform). This might take few seconds before
connection is detected and established. After that, the GUI will send a command to check connection
and get the time of TBSL1 external RTC.

i

File  View  Settings PW Update Help i

Overall Settings  Sensor Settings Others Operation Mode
® Console Mode
O Logging Mode

Send Al Settings Send Modem Settings | Send Schedule Settings | Send Ext.RTC Settings Disconnect

Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings

® Sensors Detected Modem

Enter Comrmand: v Send ) Modem Hibernate LoRaWAN

Data log

The Send/Get button is only available once COM Port is open!!!
<<10:03:18 This application is running on Windows 8/8.1/10 0S8
<«10:03:22 Configure COM port: QK

<«10:02:22 Open COM port: QK

<<10:03:22 Connect to platform: OK

<«10:03:22 Device Identification: 00000000

<<10:03:22 Firmware Version: 04000104

<<10:03:22 Detect Modem ID: LORAWAN

<<10:03:22 Logaging Mode: OFF

<<10:03:22 Connect to TB5SLn pltform: QK

Fig.30 Notifications after opening COM Port.

Once the application has opened the COM port connection, it can communicate with the platform.
In console mode, the platform doesn’t perform any measurement/transmission operations. It only
receives the commands from the application, executes the commands on sensors and LoRaWAN
modem and send responses to the application.

Get All Settings Get LoRa Settings Get Schedule Settings Get Ext.RTC Settings

b Sensors

1 ﬁ B

Fig.31 Send Command.

Steps required to send commands to SDI-12 sensors or LoRaWAN modem in console mode:
1. Type the command that you want to send (make sure that command’s syntax is correct)
2. Choose command’s target (SDI-12 sensor or LoRa module).
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3. Click “Send command to” button.

On the data log area, transmit command strings are prefixed with “>>" whereas receive command
string is prefixed with “<<” (from platform point of view).
For example to check LoRaWAN modem FW version:

<< 16:47:57 at+ver

Time stamp information is also displayed when “Tag time” option has been ticked in the “View” menu.

Platform runs with 2 different operation modes: console and logging mode.

Console mode: this is configuration mode
e TBSL1 can be fully configured through the PC application
System, modem, SDI-12, analog and pulse sensors parameters can be set
Commands can be sent straight to modem and SDI-12 sensors
TBSL1 FW is only monitoring commands from the PC application and sending back responses
TBSL1 power management is disabled

Logging mode: this is operating mode
e TBSL1 parameters are not accessible anymore
e TBSL1 application FW is running (i.e. measuring, logging and transmitting)
e Power management is enabled

Switching between both mode can only be done through the PC configuration tool in Operation Mode
menu:
Operation Mode

® Console mode

(O Logging mode

Fig.32 Switch Mode.

The switch from Logging mode to Console mode happens in TBSL1 only when the PC application is in
console mode and the platform wakes up from sleep mode.

After configuring the platform, users usually leave it on the shelves for a while before deployment.

To save power, it is then needed once configuration is completed to press the “Hibernate” button so the
platform enters in deep sleep mode.
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Bl TBSL1ConfigurationToo - x
File  View  Settings FW Update Help

Overall Settings  Sensor Settings  Others Operation Made
Disconnect @® Console Mode

Send All Settings Send Modem Settings | | Send Schedule Settings | Send Ext.RTC Settings
(O Logging Mode

Get All Settings Get Modem Settings Get Schedule Settings Get Ext.RTC Settings

(O Sensars Detected Modem

Enter Command: |at+\.fer v| Send ® Madem ar LoRaWAN

From that point, solar panel can also be disconnected if needed: this will power off the platform (given
USB cable is unplugged).

When powered again, the platform will automatically start in logging mode.

Important: The TBSL1 platform will not switch back to Console under any circumstance except using
properly switching mode function. So in some case, especially when updating to a newer version
platform’s FW or GUI, if user forgets to switch both platform and GUI into Console mode before
update, it might cause a mode mismatch between GUI and platform. Normally, there is a notification in
the GUI show what mode both GUI and platform are in, but if the mismatch issue happens that
notification will only show current mode of the GUI.

<<13:41:27 Logging Mode: OFF
==13:47:08 Logging Mode: ON
Fig.33 Mode Notification (console & logging)

Fixing mode mismatch issue: To fix this, user must follow these steps:
e Step 1: Look for the mode of the platform, by checking in the server.
- For instance if server is receiving data packet, the platform is in logging mode.
e Step 2: Close the GUI if it still opened, then open it again, and DON’T CLICK ON OPEN
COM yet.
e Step 3: Click on the mode matching with the current platform’s mode.
- Continue with the example in Step 1, click on Logging Mode button.
e Step 4: Open the COM Port.
e Step 5: Switch to opposite mode and wait for successfull switching signal. Then both platform
and GUI now are in same mode.
- Continue with the example in Step 3, click on Console Mode button.

Normally, the application always stays in “Console mode”. In this mode, the platform will be waiting
to send/get parameters to/from the GUI. All the setting sent from the GUI at this time will be
configured and saved in the platform memory; they are ALREADY set to the platform.

When user clicks on “Logging mode” button, the application sends a command to the platform to
make it switch to “Logging mode”. The GUI notifies then the user to wait until the switch is
completed (user must not click on any button or close the GUI, else it will cause the mismatch issue
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between the GUI and the platform). It works likewise when switching from “Logging Mode” to
“Console Mode”.

<=13:41:27 Device Identification: 00000101
<<13:41:27 Firmware Version: 00000105
<=13:41:27 Logging Mode: OFF —ie— BSL1 in console mode
=«13:41:27 connects successful to the TBSLn pletfform =~~~
<<13:47:04 Platform is switching to Logging Mode... -s=—— Switching to logging mode
<«13:47:04 Please waiting the reinsert signal from USB device
<-=13:47:05 Detect to remove USB device
<<13:47:05 closed successful COM port
<=13:47:06 Detect to insert USB device
<=13:47:07 opened successful COM port
<=13:47:07 Connects successful to pltform
<=13:47:07 Device Identification: 00000101
< =13:47:07 Frmware Version: 00000105
<<13:47:08 Logging Mode: ON e TESL1 s now in logging mode
<=13:47:08 connects successful to the TBSLn platform
Fig.34 Switch to Logging Mode.

After that, the platform will go to sleep. From here onwards, user has two options:

1. Switch to “Console mode” by clicking on “Console mode” button. This sends a command to
the platform so whenever it wakes up, it receives that command and switch to “Console
mode”.

2. Stay in “Logging mode”. In this state after wake up, the platform will start the regular
sequence of measure data -> go to sleep -> wake up -> measure again and/or transmit data

=>» go to sleep again and go on. The time between each sleep and wake up depend on the
Interval settings in the application.

Note: even if user clicks “Console mode” while the platform is still self-configuring its internal

settings or measuring/transmitting data to server, the platform will only switch back to “Console

mode” button after it wakes up.

Several reporting messages are transmitted by TBSL1:
- Common data message
o [EX: C00004AC10400010b0fR -53
o Fields:
» Report ID: Message for common data reporting. Value of this field is character
‘C.
= Device ID: Device ID is 00004AC1 and is encoded as “00004AC1”

= FW Version: The firmware version is 04.00.01.0b and is encoded as
“0400010b”.
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Power Supply ID: Power supply is a LiPo battery charged by solar panel or
USB, encoded as character ‘0’ (ECP_SUPPLY SOLAR USB_LIPO_ID).

Sensor Number: total number of connected sensors (ie SDI-12 + analog + pulse
count sensors) that is 15. This value is encoded as “f”.

Board status ID: ‘R’ board is running
RSSI: value of RSSI is -53 and is encoded as “-53”

- Battery report message
o Ex:PB16:10:27:14:45:00 4.100

o Fields:

Report ID: This field is set with character ‘P’ (ECP_PARAM REPORT ID).
Sensor Type ID: This field is set with character ‘B’ (ECP_BAT_VOL_ID).
Timestamp: October 27, 2016, 14 hours 45 minutes and 00 seconds is encoded
as “16:10:27:14:45:00”.

Parameter: parameter of measured pulses 4.100.

- Pulses report message
o EX: PP16:10:27:02:45:000 12004

o Fields:

P: parameters report message

P: pulse sensor

16:10:27:02:45:00 time stamp, 2016 October 27" 02:45:00AM (HH:MM:SS)
0: pulse sensor ID

<space>

12004: pulse count

- Analog report message
o EX: PA16:10:29:14:30:001 0.235532 3.454323 5.454323

o Fields:

P: parameters report message
A: analog sensor

16:10:29:14:30:00 time stamp, 2016 October 29" 14:30:00 (ie 2:30:00 PM,
HH:MM:SS)

<space>

0.235532: minimum measured analog value
<space>

3.454323: average of analog measured values
<space>

5.454323: maximum measured value
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- SDI-12 report message
o Ex:PS16:10:29:14:30:000304 -12.20003 +2.322432 -4.433332 -9.110423

o Fields:
= Report ID: This field is set with character ‘P’ (ECP_PARAM_REPORT _ID).

Sensor Type ID: this field is set with character ‘S’ (ECP_SDI12_ID).

SDI-12 Probe ID: this is the virtual ID of the, setto ‘0’.

SDI-12 Ordinal: ordinal value of sub-sensor is set to ‘3’.

Timestamp: October 29, 2016, 14 hours 30 minutes and 00 seconds is encoded

as “16:10:29:14:30:00”.

= Number of parameters: SDI-12 sub-sensor returns 4 measurements, and this is
encoded as character ‘04°.

= Parameter x: there are values: -12.20003, 2.322432, -4.433332 and -9.110423
that are encoded as string: “-12.20003”, “+2.322432”, “-4.433332” and “-
9.110423”.

Refer to TBSL1-N datasheet for further description of each message format.

Version | Date Author Changes

V1.0 18/05/2017 Tuan Anh Update from TBSL1 DemoFW Document

V11 24/05/2017 Tuan Anh Update some important notifications

V1.2 27/06/2017 Tuan Anh Add FW Update feature.

V1.3 14/09/2017 Philippe Update GUI screenshots and some comments.

V1.4 19/06/2018 Philippe Update GUI screenshots and some
comments/Hibernate feature/syntax corrections

V15 14/11/2018 Philippe Update DFU FW update procedure / Add cellular
modem configuration.
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